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K. 1. Whittv, J. F. Hafer, J. T. Markin, and J. P. Shipley
Satepuards Systems Group
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Hakkila, et al.l and Smiplev’ have
couchesl the Juspector's verilacation problem ol
teating the hypotheris ot diversion and talsiti=
cation in the 1r@mcwork ot the pencral linear
statistical muel.? Threr specitie mdels mie
invest igated:
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Ihe  opupmleor sate hlde dliver sonm su gthe
s asuntemnl amstlgmntaes ot thyeuph {al=alo
tum b s pepated dats, thepel-pe, 1l jv =
pertant that the napestor gee g Test abatial

i weopk wat auppatied by the 'S Dejattment ol
Inelpy 1 e ol Salreyoards gand Seanpaty,

that protects apainst borh possihilitien. Con~
plder a sinpgle balance period and a unit process
accounl ing area (UPAA) having true initial and
tinal inventories 1l and 1), and true input
and autpul tranafer«s Ty and T|. The operalor
svasuren Lhese quantiti=s, perhape diverta smme
gval quantity ol saterial, aml then reports te
the ingpector the possible falmitied inventore
and transter measuremcentn.  Iel the vector & he
defined an

[ TR TR 8 T

where T_. and T| are the nperater's reportel
inventory seasures-onis, and T, and T are the on-
rrator ' reported trancier meaunewente, LI ]
the gelerenis provess the smptial aml 1inal in-
ventory  mearerements (Y, apd T|I will each
he The sum ] srasutenent xs made on anvnral proe -
vran yepnele, and the anpat dad output transte
neasnenents ol and 1Y vanh will he the s ot
intividual rransie) measnyesent s,

The 1nape. i nithey wiaes hir pgwn 1r
s pendent iy he can verifvy Ihe
oprrator 'y pognany el ., The ipapen toer's wmeas
uremp Lle Ave Mad Ny oA waiter S havipy b

where Ly oane By dane the arapitor’'s anptaal
at: tival vty meagsprements, am!' I oaml
Ty e T gnspes b ' g At sulpul Lrans
Tol mudsupre=rnlin, Ihene tuventery and trancie
At emenl s copteapend dipes Ly wilh Thoae of
ha apepat .,

I wlaliat e al snalv=is 3o wade umdey tha
avnmptron ol 2 seate ] that sprc it s all meranme
ments atr rawbenr gnet {ellow the peogmal dintpabn
s aemimpt 1on leada (o detemiting the
atalistion foy trestine hvpotheper of 0]V pepao
Averapnm, 0 pere (Alwitidtaop, o P pepae
Mivereien and fer - falamaifnation, e proedmr
mnvilees the libelihul jalty: (est pesulting o
the aflopement poned 5%, whitch can he W lEen AR
renrtal as the suw of distim?l, sistintically
1mieprmlent [ hy squarrd vaviahles,
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are conajdercd important is labeled 15S5g5. For
convenience we will assume k = 4 sc that I§5g
can he vrillen as
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Mo i welphted sum ol operator'r oand  lnepec=
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winte 93000 amd AgU1) are the operaton 'y and 1o
\|Il‘|l|ll'h thvenlol v meaunoment  var laaores, Al
] 1'-( 1) aml *H: ate the oprrator's amd inmpec-
Ter's Lansiel medasutemenl  varjances, wilh | -
0,01, The faenl i terms of this stat sl e
renaitive Lo lalatscation, aml the pilth tomm jr

sensitive to wmissing wmaterial. This form ot
the statistic allows the inspactor to teat for
talsitication in individual components ol the
operator's data as wel! as for missing mate-
rial.

If the inspector is nolL interestea in Lesl-
ing for falsification in individual compounents
but only in the total falsification, he employs
Lhe statistic 188;, which is written aw

_max fo,F]F Bo4 [0.M14,

2 zﬁ.'
2¢'|_. cp
where F reprosents total falsification, that In,

18§

1 ’ (")

F= (lo-lo)- ('l.| -ll)+(TU-10)

and ﬂi’r is the varlan ¢ of F, which Is given Iy
g =2 ~2 - ~2
d";. - r.](O) + c;((‘) + c,(l) + r,(l)

- -l - . )
+ r.'r(h) + r.;((l) + r;(l) + r'.'"(l) .
It the inspector IR nob concerned with lol-

llfcatiun and wighes to e Independent ot 1L,
- phould ure 1SS0, which 1. writlen as

» (")

wiere My fs Lthe fospecton s maleriale balanog,
whichk In

Mo = T00) - T€1) 4 T(r) - 961y,

amd the varianee of Mo s
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AlLthough H‘, includes aperator's and  napecdin '
mrasuresent s, My includes only thore measurement s
that the nepector knows ta be valid,.

These statintics can be applied to test the
hyputhenin

Hattalrltfcation » 0 amd diverslo, - ¢
vel sus

Hpstalelticatleon = 0 anu/er diversion = i

The tent In lmplemented by calvulating the
value ol the relevant  stabfeife 088, i,
or I8y, and applying the dedctrien rolee

mooept Ny 1 IS8 = Ny

aoeept I Dy - Yy,

whore the decisfon threndnla Yy | =0 0,0,



is chossn Lo achisvu soma false-alarm probabil-
iLy. For a {alse-alara probability of 0.05, the
values of )y are 7.48, 4.23, and 1.15, ra-
speactively.

These staitisitics are sensitive to the total
ampunt of material diveried but are independent
of the particular diversion pattern Lhrough which
the material ir diverted. The statistics do de-
pand on how Lhs operator falsifies his reporied
data. For uiample, v know the operator's opti~-
nal atrategy ia to selL rthe total falsificatiom
equal Lo Lthe amount diverted.

AnoLhur approach to Lesting Lhe operatm'r
reported measuremenir for falsification and/er
diversion is to employ the atatirtica MU™ and
.4 The statistic MUF is a materials balance
hascd on the operator's ruporied data,

MTF = T(0) - T(1) + 1(0) - T(V) ,

and the statistic D is the inmpectur'a cntlmale
nf talpitication in the operator’s data,

1= Fyeta)y - feen - (T - Ton

4 1A - T - (1) - T,

where N [0 the total mmbter of the uporator's
acanurenents and n {x Lthe nuaber sampled by the
inrpwetor.

The I' mtatirtic can b usica Lo temt for
talalffcation. When the operator's data  are
found to he wmfalsifled, the uperatur's sateriale
halance EUF {Fr uned Lo tent for minging materinl.
The atdtistic 155) (8 Mtter for Lhis furpose
hecaune Lthe componentn senritive tu Ielsiflcation
and diversion are siatistically  indejemlent,
wherear MUT and T are not Indeperaent .

In an alteraatlve teeting procodere FUTF ana
1 could b comhined as MUF = Iy, shifeh 16 tle
operater's matcriale balapee corrected by (e
lompector'r extimnte of data talsltivation. Thin
mtatirtic testr only tor miasing materisl. In
the cake of 1007 pampling (1L - K), MUF -1 s
Identlcal to ISRa, the iespecter's materials
halanee

i USF oF Tir 1r.

I'rom the alavi gevelopsaent, the (rapectier
havw at least three optfons for analsrlug  the
apgEregatbon ot Lin own and 1he operator’s re-
Perted datar e oan une DRN, DI85, IFLS,
ar combinatlone ol thees The chinloe of the sia-
tintic han twn fmplicattonrs regparding (1Y averall
porer of diversion detectfon and () concern whth
falultfeation.

It s generally droe that 11 e operaton
laluilien optimally (equates 1alsltication 1o
diversfon) 185 will have the highest detection
probabll{ty of the three statinticr 1ol @ spevi-
fied {alpe=-alars probability and level of ufver-
mlens un the other hamd, 18bhp and INK) gen-
erally have high'r detection probabllifiies than
188> {1 thw operator han nul  lalsiiied opit-
mally. However, the oplimal talalifcation wse-
verely conntraine the opriator's tlenibility In

reporting falsified data to minimize the detec-
tion probability. 1I88; rdpresenis a comproniss
between the characteristics of I88p and 1#5a.
Thus, each of tha thres siatistica has
certain advanioges that can only bs evaluated
through careful comsicderation of Lhe Lraceoffs
between detection probability and licicalions on
divartor f[lexibility. In the following sactions,
ve sxaming the characturisitica of Lhe threa sLa-
tistics, beginnipg with ths simplest, 18S5.

A. HNo Data Falsification - 1883
Me statiatic gives by Eq. (3) reflects an
interest only in detecting positive diversion.
Under Hg, the hypothesis of zero diversion, it
is poasible to obtain negative M, values; con-
sequently any nepative valuas are wmecaninpless
under the altornative hypothesis ot pusitive
diversion. A4 sesn by Eq. (53) it is our cheoice
tu scl any negative asLimates equal to zutu. The
prubability of a negative value ia 0.5 when Hj
is trua. Thus, under Hy the probability that
/ag = 0 is equal to 0.5. The prubability that
/0% is prealer than zero is given hy a “one-
sided" chi~squared distribution (l.e. M, >
U). This makes thr search for nign.ficant valuus
in typical chi-squasud tablea for one degrer of
fruvdom (df) somevhat diiferent than usual. The
onu-df case could have been handled carier hv
using the normal distribution; however, for pur-
poses of future simplitication in higher disen-
sions (I8Bp and 188)), we Lind it convenicn?
to use the chi-squared distribution for ene A7,
¥e will develop Lthe mechanismn {or aetting up toe
hypoLhesia, critical repiomn, and power ar the
une=~dl canp.
Lot the vxpected (Btain) valwe ol e Late-
rlalp balapie be denoted ™ e T Eypotheses
arc plven by

Hpty = 0, and
gty 200 &

For a ope=plded Lenl with o talee=alarm prota=
Ity equal te o, Wt reledd the corresponeing
threshold value (ron the chi=squared tal len at
"a and ene d15 Fur o v U5, our arfitical re-
rfon i vhere the tesl wlatintfc excevds D 70000,
(The diviser Ir a result ol the strture of lg.
%) Thur, When I18F: ~ L., we weepl M.

To calaulate the power of thls tesl, W 3ust
Epecily the altornat fve hypotlesisn, that i,

Hytped 210

The pewtr curve reqiires the cosputat lon ol a
mneenltal chi-agaared dista{but lon abtained 1
denipnated values of d, the amount ol liversion.
fu the alternative hypetherins  The term ‘non-
ventral®™ Is wed tor chi~wquated dintribut fons
vwhere the independent normal randos  vartiahbles
have a4 common wvirlamce bul de not hawe  rere
manai fTheretore, the detentfon probablliliy o
the relatml natticient statinthin requirer the



noncentral chi-squared distribution when compulL~-
ing the alternativa hypotheses. The noncontral
chi=squared distribution is characterized by two
paramatarsi (1) the noncentraliLy parameter,
A= 12/02, and (2) tha degress of freedom.

The pover of the test, or detection proba-
bility, for a= 0.03 and d = 1.00 is 0.26.
We lat d denote a particular value of diversion
as a function of o©. The power may be found for
A= d2/¢® {rom a noncentral chi-squared table.d

Pooled Data Falsification -~ 18E
e Lest procedure ia analogous Lo 1883
so thaL nogative wvaluss of either T or M, are
setL equal to rero. When Lthe null hypoihesis of
sero means is true, it then followa: Lhe simul-
Lansous probability of negative valuesn is 1/4,
the probability of exactly one being nagative is
0.3 timer 2 chi-asquarcd distribution, and tiw
prohahiliLy of hoth being positive im the [irsi-
quadrant purtion of the bivariale normal discri-
hution. Those results will be stated in sathe-
matical Lerms later.

i.  Critical Meplonn for__IES).
hypothesis In

The null

Haty = C A, =1,

where 1g amd y are the  expecled waluenm
ol "l‘ amd F, reaprctively. Bu define

e
] \"Tn '

%]

which are hoth standard normal randon variables.
Using these definitine, distributions under lip
arce glven by Lhe fullowing four regionn:

lsucen, v n l(u.v)-%. uryrl

douwen, N ey '(“lv)'-"L"-' .l“-nl

) €y = s

TL.N ey, ¢ I(ll,v)--.lr—-l.-

Hh e gem

4. 1 mu, N Xy I(u, v) = _;_'_ l.'(ll"'" )2

Reglon 1. There fa o Interest [n thin caare
Iws aune Hy W11 aluays he acedpled.

Repion 21 tne Legree of Frecdow.s Along the
v andw the erltical value Tn found By solving for
i in the equation

) l.r KO0 = e 3 T8}
I

where Nlu, 62) denotes a normal dansity funccion
with mean y and varlance ol a s the
desired false-alarm probability, and ¢; is a
constant to be determiped.

hugion 31 Ons Degrse of Freedok. Along Lhe
u axiz the critical vn!n- is found Fy solving for
2, Given by

l -
3 JK(0.1) = c,a 4
Ry

vhere a and c3 arv defined as before.

Region 41 Two Degrees of Frcedom. In Lhe
first quadraniL, a sta type of transiorma-
tion®7 facilitaten the detorninstion of the

critical region. By setting w~ul +v? In
the appropriate formulas ahove, we ubtain

/2
glw) = -

Kote that g({w) 18 0.25 timen Lthe chi-squarcd
prubahiliLy density lurction with Lwo dugrees ol
Ireedon.

The critical valuer in found by selving fur
ny In Lthis equatioun

- -lJI:
J u-"n dw = "'—_n.—- Y B (&)

bt

X, = =2 In (M',u) .

3
wiwre ry i a conntant Lo b veternined.
The restrictions un Lhe ¢'n are

rl-l-r;,-lr.‘-l and ll-rltl

for 1 =1,2,7,

An cxample ol deiermining the criticar re=
plon when x; = x3 = Ry Ir obladuen by
snlving

- _I'II2
U TCN PR IR T )
=

1

for Ry Fquatlon (9) . the mm ol Ige. (1),
(7)), and (EK). hlun « = N, x| aw
Kz v CPulih, and mv1 = &7 This  nstlitae
yieldn ¢ =gn =7 md vy e Dby, lovs
three timer an much ol o I contalned in the
dintribution In the tirnt quadiant then wintiri-
butions along elther anin.

Anotllwer vaample 1ol Jdeternining the erftical
or Lthreshold values wccurn when the prolabilHtiens
of falne alars on each anls aml (n U 1irst
quadrant  are  cqual. e sl ) "va=age
Thum,

I 2



X, "I, and :1--211162\ »

For a = 0.03, the boundary of Lhe critical re-
gion is

:1111'\-1.!3thnuorv-0lnd
83"".‘1mulﬂv>°.

2a Power for JEF). The alternative
hypotheals consiatr ol thres parts, nmely
y: y 20 , =0,

Ud’n [ I'"u »

p’>0 » pd>0 .

Kow u and v arc distrihuted au independent, nor=-
mnl random variables with means p/cv2 and
wv2/c, and unit wvarlances. The follow-
ing regiona corrvapond Lo those given in the de—
scription of critical regions.

Ropion 1. Region 1 does not rontribute to
the power of the Lest because both u and v are
nugative.

Region 2. u < 0O, v >0, Here u is set
equal to » Which corresonds to = 0,
W > 0. Let hj(1 = P) repreacnt the power con-
tribulad by Lhe v aximi

5 KCayal)
X

n
Wy (L= F) = K1)
- l
-1 -
- VRO, S RO,
=" T

Begion 4. u > 0, v €U, ke set vogual te 0,
vhich correspunds to ug > 0. us = 0. The power
contributed bv the u axis in

-“' -
Wl = R) = J K(u,1) J XL, 1) .
' = K.~L

.l!".l-".l.“.“. ." uzn, v osn, Thin came corre-
Rpoids Loy 20, Jy ~ 0, The power contributes

bv this reglon is

||.|(I - - “I_{ N(.“.n m'v'”
II"O\"-'I‘

Mpdon & prohlkits precine computation ol the
prwers  The mrthode of Gauralan quadrature aml
Letivndre Polymmlalr were uard (o compule thie
fntegratlon an wll ar subsequent multiple inte-
grat for problesn,

C. Falsification of Data
e case of eighl measu quantities, four
by the operator and four by the “nspector, will
nov be considersd. A more rigorous and detailed
traatment of this problem is found in Ref. 2.
Thoe following acvount uses a different approach
to arrive at results presented in Ref. 2. HNota-
tiop is changed to help make this special setting
of the model more readily understood for the un-
initiated reader. In addition, the likelihood
ratio technique of Ref. 2 is replaced by formu-
lating the model, solving for the estimaius, and
using equations from Ref. 2 in the developaent

Lo obtain criticu) ragions and power curves.

l. MNotation and Modeol. The notation for
thia digcussion is

o - opearator,

i = inspector,

b = beginning of a materials balance period
or input to a moterials balance area,

w = ending of a materials bslance poriod or
output from a materials balance arva,

1 -~ measured inventory, lor enample, 1({o,b)
rapresenis the opurator's msasursd value
ol initial ineentory,

T = acasured transivr, [or example, T(i,s)
represcnts Lhe inspeclor's musamrurvment
of material Lransforred out ol Lhe
process,

[ - the trur value of wmaterial inventory,
for examples E(e) ranresents the un-
knwwn precise value cf ending inventory,

T = Lhe trug value of material tranaler,

Y - the true value of [alsification, for
enample Yj(h) represents the unknown
value (to the iuspector) by which the
operator han falsified his report on the
beploning inventorv,

¢-a random error, wormal, lid C(identi-
cally, independently dintributed) wilh
mean ) and variance 0 .

¢ = the unknuwn valw ol the amsunt ol
diversion,

Jd = an cetimator ol &,

| - an estimator of y, [or cuamplc Iyte) in
the asount of falnification estimated
tor T(o,c) and estimaten the true value
YHer), and

¥ = Lotal lalallication.

The general lincar wode]l may b forsulaled
dn fullown:

I{u,h) = (k) + \I(M + ll(u.H »
Hoye) = o) 4 yy(e) 4 o (o)
1CI,0) = I(kY 4 ||(I.|') ’

o) = Me) 4 o (Ha)

"r(--.l-) = AB) 4 (k) 4 (o),
Tlu,e) = 1(e) 4 \1(1') oA MLUTLY) B
TULWR) = UR) ¥ o C1B)  Ana

1,e) = (o) 4 l.ltl.r) .



2.
Diversion. The problem
L. T, 7, and & = E(b) E(e) ¢ 1(b) - T(e). Note
that each of the I and T variables are iid and
normal and that variances can be readily identi-
fied using the above nstation (for example,
0f(o,b) is the variance of 1I(o,b), atc.). The
solutions for falsification, f (estimates of v)
are raadily obrained by letting 0 be the estimsace
for each €. Then,

Finding Estimates of Falsification and

llfl-) = 1¢o,b) - I(1,b) ,
[,(e) = 1(o,8) - I(4,e) ,
'T(b, = T(o,h) = T(Ilh‘ » and

f.r(o\ = T(o,e) = T(i,e).

Assuming Lhat Lhe inspactor and operator make
corresponding measuremants aequally well, the es—
timates for Lhe inventories and transfers, 1if
falpltication may have occurred, are

Eb) = 3106 B = £,(B) + (L)) = TC4,1)

i(?) = I(1,e¢) y
Ub) = TC(L,b) , and

We) = T(4,0).
The cslimator of diversion ik given hy

d = 1C1,b) = 1C1,c) 4 TCI,B) - 1(Ll,.¢) .,

and, an expected, the estisate of diversion vhen
flalslfificat'on Lakes place is & funclion of Lhe
Inspeclor'n measurescenta alone. If the Inspeclor
arpumce Lthat mn (alnliicatlon has Laken plare hut
vwishen o catimnte cdlversion, them € may he
vatisated by uning

4= 10 - 1(u,e) 4 Teo,b) = 1(u,0)

4 1C(1,h) = ICL,e) ¢ TCL,b) -~ T(l,e)] .

¥e have found a st ol normally distributed
varlablen with known warisancen: The quantiny
denignated by I1BRp in Eq. (1) can he capressed
as o sum of independent central chi-squared war-
fahles under Lhe null hypolthenis ol scro weansi

e’ e’ m rge)?
P "_"'1'— + = -4 _‘.'.-.
Ly T L 'm0

PN ¢ 18 S W
‘\l? 4 f; 4 +4 r? )
B 11 m T

? ? ? 2 2?
up U, uy e,

vhich has five degress of freedom, and F =
f1(p) - f3(e) + fIy(b) - fyle). ¥ have
aspunsed that the inspector and Lhe oparator bavu
equal variances in their measuresents, or that

G = o) = de1,b) ,

&, = gylo.d) = ati,e)
o = dlo,b) = di(1,8) , ana

4] - cg.(n.c) = 4(!..) «

Note that wach Lerm can be used as a soparale
tent, and if F = d, Lhun each Lerm would iust
falsification and diversinn In reapuctive oruer.

J. Finding Critical Regions. There arv 11
critical replons, which can hu classed in [ive
groups having different characteristics, that
will bo found under

Hot vi(bh) = yyde) = yp(b) = ypple) = ¢ =0
versus
lij: at least onc paramcter in Wy, not O.

Note that wy, 1 =1, 2, 3, 4, 5 an duv-
tined iIn the chi-squared bruahdown is & stand-
ardiged, normal varisble, and -w Cuj < & 11
all realiged uy <0, then the hypothesis is au-
tomatically accepted, and walues of vy anc ¢ may
be considerud cqual Lo O. For Hy true, tle
probabiliLy Lhat any one up; <0 is vqual to
1/2; therefor? Lhe chance of all five calimales
being negative i3 1/32. The other tlve reglonn
where the hypothesin can e rejecltd  are
examined below.

Reglon 1: One Peprev of Freodom.  There are
four virlables vhose realismations are 0 and one
vhuse recalisation Is a poslcive quantity. e
wish Le {ind & valur ol x; Lhat matlsties

' L LR =

where ¢ in & pusfitive ¢ natant swimlimr Lo the
¢'n defined ahbuve. There are five pusnibilitions
of Lhisn evenL uvccurring.

Reglon 21 Twwe Degrecs ol Frecdoms  Thers
are three varfables wiwne feallnatline are O an.
twe whose realizationr are positive quant it lons
Ue want a valwe ol k3 such that

l%)‘;', ?l().?li')-r:.n »
"

where the integral Ia  the chi=squared dintribn=
tion vith twe degrees of freedom,.  There are ten
pukinl ki1t en vhere any two ol the Tive variahlen
are punitive.



Region 3: ilhraee
variables vhose realizations are
vhoss realizations are positive values give rises
to an x3 such that

G? %-‘J' 1(Fi9) = cqn -
b ]
Tha integral is the chi-squared distribution with

three degress of (ressom. There are ten such
regions.

Region 4&: Four Depress of Freadom. Onv
varisble whose realization iv U and four whose
realizations are positive wvalues require an x4
such that

DD Tt = g
"

The integral I3 the chi=-squared disiribution wilh

four degrees of freodum. Thare are five such
regiona.

Region S5: Five Degrees o) TFrecdoa. All
variahles take or pusftive values.  Find xs
such that

]

1 2 4.

57 J 1§°;9) LT I
s

The intepral is the chi-nquared distrlibution with
five degreer of frevdom.

In all regions, a mpucifien tlt wlze of the
rejeclion arca, and Scy + 102 4 103 4 5S¢y +
Cg = ls It nw= 0.0%, then E l-95, L3 " 5.9,
2y v 7.74, x4 V941, and ag N 10,99 give riae tn
vqual arean In the 11 ditterent eritical reglonn
for Bg true: On Lhe olher hand, equal x; values
(v 7.4R) caune Lhe eritlcal region to be 4 wmouth
nurisce withour steps.

A. rower ol the Tesl. The power functlon
is obtalned by crauining t'w probability of re=
Jecting the altermative hypotiwnin. Terme for
vach Integral under the null hypulhesin arc now
replaced In Liw following manner (n“_, depot e
Lin value given to the mran ol ||'|)=

I'nder Hp Pider iy

K(u,1) H(ll‘. |l,
3

1¢y'181) 1¢3' a0, 1)

where 1UX";d1) In a chi-squared diatrilation. and
X' 1d1, A1 In A noncentral chi-squared Jistel-
tion with \ = Xy f.|lfl i",il.

The total power in equal to she sl 01 Lhe
individual econtributionn and In  similar 1o
Fq. (R), bul for 185, there are 11 individunl
critical reglonr. 11 W anpme that all simflar
canen  (regions) will have fidentical eritical
valuen, the prohlen nimplifier to Jive ditterent
repionn.

DETECTION PROBABILITY

°-° a1 M ' P | " 1 -
0 1 2 3 4 -]
DIVERSION
¥ig. 1. Powsr curves for 138,, 1831. and Issz;
optimal fl.'lli.!l.ell:lns and "0.05 false-
alarm probability.
IV. COMPARIKG THE THREE STATISTICS
Figur¢e 1 shows power curves 1lor 155,
188, apd IES7 as Iwmctions ot Lthu diversiurn

d tor opLimal falsification in each casu. Tlo
diversion d is Laken as a suliiple of either the
operalor's or iImspector's materials balanve
stanaard devistlon, wvhich are assuswa v o
cqual. The curves wWere oblalned by pueerical
integration with appropriate, equal critiial
valuen for cach stalintie, and a falsv=alar:
probability ol 0.035. Thw numerical sclutlons
were veritlicd by snimulations. Kkandomly gunerdive
samples irom 2 npormal distribution werv used t.
compule the puwer for varioun diversion and fal-
aliication amwunts. Typically 20 O0O) o NG N
ranviom samples were used Lo obtain mutticient
statinmticss The resulin of Lthe mmwrical inte-
pratione and the sisulations were In goud agrec—
menl.

The resultsn show Lthat [8S3, the aiatistic
that is independent of operalor's measurcsant
falnifleation, han Lhe highest detection prob-
abl iy, wherean 188, which Is sennitive Lo
component falsffication, han the lowent lor up=-
timal lalnitication; IKE] has intermeulate  de-
tection probahility.  However, the ulfficrences
ere not great) at & diversion d of wlee the ln=
spertor's malerials balance standuard deviation,
the detection probabilitles are approsimaely
b, 057, and U.A4 tor IH8,, IN8;, 185,
respectively. Al d equals three tises Lhe In=
spector's aaterialn halanee standard ueviation,
the respect lve detection probabilities are about
"-ll. 0.R7, ant N9,

In addition, the inspector's une ol 18R,
severely limitn the operator's flemibilicy in
lalsifving dala to hide daversion. 11 the oper-
ator does nul lalsily properly, then the deiee-
tion prohahilities for 188y and 188, -
creane, whereas that for 18k, remaing Lthe sase.
In particular, Fig. ? shows power curves fm



DETECTION PROBABILITY
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0 i 2 3 4 3
DIVERSION
Fig. 2. Power curves for ISS,, :ssl, and 185,;
no {alaification uns 0.03 [alsr-alafm
probability.
185y, 188], and 188y for the case of no falaifi-
cation at all. Now, 15§] is waturmly buetter
than 1852, whercas (S8 is better than 188y [m
diversion larger than “l.h, These resulls
mnow that the three statistics are ni-ilar_in
pertormance, but it appcarm that 185, wlluch
Lteats fur diversion and/or total materials
uvnlance falailication, is an elteclive compro=-
ming.

Remark L
Our important problem is that of tinding the
critical values that manimizes Lhe deteclion
prubability. 1ni¢ atudy is nearly complete ami
will bv submiltea to the literature in the near

future.
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